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INTRODUCTION
As the potential for cyber-attacks against critical infrastructure providers continues to
rise, an early-warning service has been developed by the Swiss company to
complement their holistic cyber-defense concept.
Until recent times, human life had been existing within the realms of land, air, water
and space. Defence focused on securing these areas. Over the last 40 years, a new
dimension has been permeating all others: cyber. All elements are now highly affected
by this new space.
The number of cyber-attacks targeted at critical infrastructures networks (transport,
health, energy), has been increasing in recent years, as attacks directed towards the
cyberspace of these organizations lead to serious consequences within the physical
world. As an unprecedented matter, driven by its own rules and characteristics, the
cyberspace’s exact consistency had been largely unknown until now. For cybercriminals, this infrastructure, invisible until now, is full of targets and objectives to be
compromised, as a breach to any of these high-profile networks can be potentially
devastating to the economy, environment, and an entire nation’s safety. As cybercriminals use unidentified methods that are constantly being developed and
enhanced, using conventional security measures is frequently not sufficient for fully
protecting against threats.
For the last 20 years, Dreamlab has been a source of constant innovation within the
cybersecurity landscape, securing critical IT infrastructures worldwide and has been
at the forefront of developing independent and product neutral security solutions
capable of handling the world’s most sensitive data. To protect customers from
potential attacks, Dreamlab augments it’s holistic cyber-defense strategy with the
integration of a high-precision cyber-radar system (CyObs), together with their Cyber
Intelligence service.
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Over 840 devices are currently being
exposed in critical industrial, financial,
medical and enterprise sectors.
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SITUATION ANALYSIS
A path traversal vulnerability in the FortiOS SSL VPN web portal may allow an
unauthenticated attacker to download FortiOS system files through specially crafted
HTTP resource requests1.
With over 840 devices currently being exposed in critical industrial, financial,
medical and enterprise sectors, Dreamlab strongly recommends for extra hardening
safeguards to be implemented in corporate networks using the SSL VPN connection.
Researchers at Dreamlab Technologies have identified all vulnerable devices using
Fortinet’s FortiOS web portal in Switzerland, which are currently enabling access to
cyber-criminals to confidential information from their organization’s network. The
portal is used by employees with corporate access to login to the company’s network,
through a secure tunnel (SSL connection).
Through Dreamlab’s CyObs solution, the company’s high-precision cyber-radar system,
Javier Perez, Head of Research and Development scanned the Swiss cyberspace
identifying 3’785 devices on port 443, of which 3’394 were reached and 849
vulnerable devices found currently being used for critical industrial, financial, medical
and enterprise sectors.

1

https://fortiguard.com/psirt/FG-IR-18-384
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As an example see credentials in clear text:

MAIL ACCESS:
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SEE WHAT CAN’T BE SEEN

CYOBS: IDENTIFY VULNERABILITIES
BEFORE YOUR ATTACKERS DO
CyObs is a monitoring tool used to identify cyber threat activity, facilitating the process
of warning a system of latent cyber-attacks. Through a seamless coverage, the solution
has been strategically designed to analyse all activities taking place in the cyberspace
and isolating the ones that have a high relevance of potential cyber-attacks. The fullinfrastructure scanning, monitoring and alerting solution is used by organizations which
require high accuracy and reliability, such as critical infrastructure organizations,
governments and military forces.

Cyobs is part of Dreamlab’s overall cyber defense concept. The tool measures the overall
attack surface of an infrastructure. This surface includes for instance Web Frameworks
and Servers, Mail servers and applications, Content Management Systems (for
Websites), Domain server applications, as well as other applications that are
undesirably open to the internet or are not sufficiently secured.

“We use CyObs to monitor different countries, organizations and various critical
infrastructure networks, in search and detection of serious vulnerabilities. Several highprofile organizations use FortiOS SSL VPN, which makes security flaws in their system
even more dangerous and impactful.” said Javier Perez. “Our R&D team works
continuously and diligently with system engineers to ensure the development and
innovation for our cybersecurity scanning solution. These new findings have allowed us
to create a ground-breaking pre-integration of new monitoring and alerting tactics to
be incorporated to CyObs, to enable companies to protect their customers and business
proactively”.
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GET AHEAD OF CYBER RISKS

CYBER INTELLIGENCE
To combat the ever-evolving and complex new types of threats, Dreamlab’s Cyber
Intelligence team builds on the overall defense strategy by employing various tools and
installations to apply several technical levels of surveillance.

“One of the most important aspects of cyber resilience is the ability to gather intelligence
prior to any potential attack. This used to be a difficult task, but with development of
CyObs, we allow more organizations to have the resources needed to conduct effective
information gathering,” said Nicolas Mayencourt, Global CEO and Chairman at
Dreamlab Technologies. “In a world where attackers seem to be always a step ahead, it
is of paramount importance that one has a clear understanding of the composition of
one’s own cyberspace and it’s exposed weaknesses”.

The Cyber Intelligence team helps strengthen the visibility of you threat landscape –
monitor risks, anomalous behaviours, and identify weaknesses in networks. Through a
combination of human expertise and pioneer solutions, Dreamlab is able to gather
unparalleled insight into the cyberspace and help organizations outsmart potential
attackers.

CONCLUSION
Dreamlab Technologies strongly advise governments and critical infrastructure
providers to perform regular scans on their systems, as attacks directed towards their
particular cyberspace can lead to serious consequences within the physical world.
CyObs enables the customer to understand their cyberspace and identify vulnerabilities
before attackers do.
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Since 1998, Dreamlab Technologies has supported private and governmental
organisations. Our main activities include strategic consulting, audit and education.
We also focus on the conception, realisation, integration, operation and the maintenance
of cybersecurity solutions based on open standards. We have comprehensive
experience in fraud cases, as well as targeted malware attacks.
Since 2003, Dreamlab has officially represented the Institute for Security and Open
Methodologies (ISECOM) in Switzerland, France, Germany and Chile. ISECOM is an
international non-profit organisation that develops open standards for IT security and
business integrity testing. It is the editor of the Open Standards Security Testing
Methodology Manual (OSSTMM), the most widely spread standard for information
security testing. Through its close partnership with ISECOM and an active collaboration
in setting new standards, Dreamlab is always up-to- date and even ahead of the curve.
Being an honorary member of the security section of the Swiss Informatics Society, a
member of the OpenTCPA Research Group and the World Wide Web Consortium
(W3C) means we are a part of the newest developments in IT security. Our clients
directly benefit from this wealth of knowledge, network of contacts and from the
insights into development and future marketplaces.
Since 2008, Dreamlab has focused on cybersecurity services in order to support our
clients in preventing cyber attacks and through investigating incidents.
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